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Abstract. It is often stated in literature that trust is of critical importance in
creating and maintaining information sharing systems. The rapid development
of collaborative environments over the Internet has highlighted new open
questions and problems related to trust in web-based platforms. The purpose of
this article is to summarize how trust can be considered in collaborative
environments. Partial results of the field studies of two European IST projects,
FLUID-WIN and SEAMLESS, are presented. Identity management problems
and trusted operational scenarios are treated.
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Introduction

Trust is considered as a basic success factor for collaboration. Modern ICT based
collaboration environments allow companies to realize a number of competitive
advantages by using their existing computer and network infrastructure for the
collaboration of persons and groups. The collaborating actors (manufacturers,
suppliers, customers, service providers) must feel confident that their transaction
processes are available, secure and legal. Trust building mechanisms vary according
to their complexity and acceptability, especially among companies with low IT skills.
Appropriate selection and user-friendly implementation can enhance trust and
efficient use of web-based business platforms. In this contribution we examine trust
and trust building mechanisms in different contexts.
Organizations and projects are looking for ways to optimize their supply chains in
order to create a competitive advantage. Consequently, the same organizations are
modifying their business processes to accommodate the demands that information
sharing requires. Information sharing can reduce the cost of failure and operational
cost. Furthermore, it can improve the scheduling quality and the efficiency of current
resources. It also provides intangible benefits such as improved quality with increased
customer and shareholder satisfaction. However, integrating and sharing information
in inter-organizational settings involves a set of complex interactions. The
organizations and institutions involved must establish and maintain collaborative
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relationships in which information and data of sensitive and critical nature are
transferred outside of the direct control of the organization. The sharing processes can
involve significant organizational adaptation and maintenance. Trust and security
mechanisms are often stated in literature as being of critical importance in the creation
and maintenance of an information sharing system. In the past decades there is a rapid
increase of information sharing systems based on different electronic services
(e-services) offered through web-based platforms. Trust and security aspects in the
development of such platforms are in the center of the research activities of European
FP6 and FP7 projects, e.g. networks of Living Labs and Digital Ecosystems, projects
SECURE, SERENITY, SWAMI, HYDRA, etc. In this paper we will restrict our
attention to two types of collaborative environments: electronic marketplaces and
manufacturing networks. Our research is based on our results and experiences in the
FP6 IST projects SEAMLESS and FLUID-WIN.
The SEAMLESS project studies, develops and tests an embryo of the Single
European Electronic Market (SEEM) network, where a number of e-registries are
started in different countries and sectors. The SEEM vision is towards a web-based
marketplace where companies can dynamically collaborate without cultural, fiscal
and technological constraints.
The FLUID-WIN project targets business-to-business (B2B) manufacturing
networks and their interactions with the logistics and financial service providers. This
cross-discipline service integration concept is called business-to-(B2B), or shorter
B2(B2B) [19]. Within that context the project aims to develop an innovative platform,
which can integrate data and transfer them among all the various partners, in order to
improve the competitiveness and to make the business processes of the integrated
network as efficient as possible.
After introducing the basic concepts related to trust and security we deal with the
problem of the secure access to the platforms and additional trust mechanisms
considered within the projects.
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Basic Concepts

In the context of collaboration it is of importance to differentiate between trust and
security. The basic concepts and terms are defined as a base for the further discussion.
Trust is a seemingly very abstract factor and as a complex notion, synonymous to
confidence, it has a lot of meanings depending on the context where it is considered.
By WordNet [28] the word trust relates to:
• Reliance, certainty based on past experience
• Allow without fear
• Believe to be confident about something
• Trait of believing in the honesty and reliability of others
• Confidence, a trustful relationship
Another definition describes trust as confident reliance. “We may have confidence in
events, people, or circumstances, or at least in our beliefs and predictions about them,
but if we do not in some way rely on them, our confidence alone does not amount to
trust. Reliance is a source of risk, and risk differentiates trusting in something from
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merely being confident about it. When one is in full control of an outcome or
otherwise immune from disappointment, trust is not necessary” [27].
Trust is usually specified in terms of a relationship between a trustor and trustee.
The trustee is the subject that trusts a target entity i.e. the entity that is trusted. Trust
forms the basis for allowing a trustee to use or manipulate resources owned by a
trustor or may influence a trustor’s decision to use a service provided by a trustee.
Based on the survey of Grandison and Sloman [13], trust, in the e-services context, is
defined as: “the quantified belief by a trustor with respect to the competence, honesty,
security and dependability of a trustee within a specified context”. Also distrust is
defined as: “the quantified belief by a trustor that a trustee is incompetent, dishonest,
not secure or not dependable within a specified context”.
The level of trust has an approximate inverse relationship to the degree of risk with
respect to a service or a transaction. In many current business relationships, trust is
based on a combination of judgment or opinion based on face-to-face meetings or
recommendations of colleagues, friends and business partners. However, there is a
need for a more formalized approach to trust establishment, evaluation and analysis to
support e-services, which generally do not involve human interaction.
Comprehensive surveys on the meaning of trust can be found e.g. in [17] and [13]
as well as in the book on Trust in E-Services [24].
Whereas, security is “a wish” of being free from danger, the goal is “bad things
don't happen”. Computer security is the effort to create a secure computing platform,
designed in a way that users or programs can only perform actions that have been
allowed. This involves specifying and implementing a security policy. The actions in
question are often reduced to operations of access, modification and deletion.
Schneier [21] defines security “like a chain; the weakest link will break it. You are
not going to attack a system by running right into the strongest part. You can attack it
by going around that strength, by going after the weak part, i.e., the people, the failure
modes, the automation, the engineering, the software, the networks, etc.”.
In the context of information-sharing computer systems, everything reduces to
access to appropriate information. Provision (or disclosure) of information is the key
element. A simple transfer of data is between two parties, a sender and a receiver, and
includes the following key steps: preparation of data; transfer a copy of the prepared
data; use the copy of data received. More complex transactions can be composed from
such simple data transfers.
Dependability is an ability to avoid failures that are more frequent or more severe
than it is acceptable (to avoid wrong results, results that are too late, no results at all,
results that cause catastrophes). Attributes of dependability are:
• Availability – readiness for correct service
• Reliability – continuity of correct services
• Safety – absence of catastrophes
• Integrity – absence of improper results
• Maintainability – ability to undergo modifications and repairs
Security can be defined [14] as the combined characteristics of: confidentiality (i.e.,
absence of unauthorized disclosure of information), availability to conduct authorized
actions, and also integrity (i.e. the absence of unauthorized system alterations).
Security and dependability overlap, and are both required as base for trust.
Unfortunately and most confusingly, the terms dependability and security are
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sometimes used interchangeably or, else, either term is used to imply their
combination. In fact, because security and dependability are distinct but related and
partially overlapping concepts, the term trustworthiness is being increasingly used to
denote their combination. The main technical mechanisms that have strong influence
on the trust in networked based systems include:
• Identity management
• Access control
• Data encryption and security
The identity management systems provide tools for managing partial identities in
the digital word. Partial identities are subsets of attributes representing a user or
company, depending on the situation and the context. Identity management systems
must support and integrate both techniques for anonymity and authenticity in order to
control the liability of users.
The access control is the enforcement of specified rules that require the positive
identification of the users, the system and the data that can be accessed. It is the
process of limiting access to resources or services provided by the platform to
authorized users, programs, processes or other systems according to their identity
authentication and associated privilege authorization.
Finally, data encryption and security are related to cryptographic algorithms,
which are commonly used to ensure that no unauthorized user can read and
understand the original information.
The concept of asymmetric cryptography, (also called Public Key Cryptography),
was described for the first time by Diffie and Hellman [6]. In contrast to the
symmetric cryptography in which we have the same secret key for encryption and
decryption, we now have one public key eP (encryption key) and one private key dP
(decryption key) for each person P. While the public key eP can be published to the
whole world, the private key dP is to be treated as a secret and only person P knows
it. An important characteristic of such a cryptography system is that it is
computationally infeasible to determine the private key given the corresponding
public key. The advantage of asymmetric cryptography is the enormously reduced
effort for key management. A disadvantage is the velocity. The asymmetric
cryptography can serve as base for the digital signature.
The Public Key Infrastructure (PKI) provides the identification of a public key
with a concrete person via the certificate. The PKI is the system of technical and
administrative arrangements associated with issuing, administration, using and
retracting of public key certificates. The PKI supports reliable authentication of users
across networks and can be extended to distributed systems that are contained within
a single administrative domain or within a few closely collaborating domains.

3

Trust and Security on Web-based Platforms

In an open and unknown market place with a high number of unknown participants,
assurance and trust are difficult but very important. There is a growing body of
research literature dealing with online trust, in which e-commerce is one prominent
application. Several studies contend that e-commerce cannot fulfil its potential
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without trust (e.g. [8], [11], [15], [20]). Lee and Turban [16] highlight lack of trust as
the most commonly cited reason in market surveys why consumers do not shop
online.
On an open consultation on “Trust barriers for B2B e-marketplaces” [7] conducted
by the Enterprise DG Expert Group in 2002, several important barriers were
identified. From the report we can find that the most important trust barriers are issues
regarding the technology (security and protection), trust marks and dispute resolution
absence, online payment support, lack of relevant information about partners,
products, contract and standardization issues.
A trust building process must be set up to resolve these issues. Trust usually is
conceptualised as a cumulative process that builds on several, successful interactions
[18]. Each type of process increases the perceived trustworthiness of the trustee,
raising the trustor’s level of trust in the trustee [3]. It is not known exactly which
trust-building processes are relevant in an e-commerce context. It is suggested that, in
this setting, trust building is based on the processes of prediction, attribution, bonding,
reputation and identification [3]. Reputation has a very high relevance in a trustbuilding process on e-commerce markets [1]. According to the Chopra and Wallace
classification, identification based trust refers to one party identifying with the other,
for example in terms of shared ethical values. Identification builds trust when the
parties share common goals, values or identities. In e-commerce, these attributes
perhaps may relate to corporate image [2] or codes of conduct.
These results are more focused on trust impact than on factors, which build trust.
According to several research activities, the research on significance and acceptance
of trust building mechanisms is still missing and is necessary for future development
in this field. This absence has been examined in the Seamless project [22]. The results
are presented in Deliverable D1.2 “Trusted Operational Scenarios” of the project, see
also [5].
Though operating within a closed supply chain system, locally spread information
technology destinations (users of manufacturer, supplier and financial service
institutions) need to be linked, which brings up the need for trust, privacy and
security. It is to be expected that security is at least of equal importance than in an
open system, as limitation of access plays a vital role. There are several trust and
security best practices scattered throughout the Internet and material is constantly
updated daily, if not hourly, based on the latest threats and vulnerabilities. Security
standards are not “one size fits all.” Responsible, commercially reasonable standards
vary, depending on factors such as company size and complexity, industry sector,
sensitivity of data collected, number of customers served, and use of outside vendors.
Security standards exist for several types of transactions conducted, and new ones are
on the way all the time. A further checklist to meet trust and security requirements is
to meet local legislation in terms of data protection and privacy regulation. Financial
transactions need to meet local and also foreign standards if they are to be accepted by
a provider.
With respect to the FLUID-WIN project and its platform mainly two security and
trust building mechanisms can be differentiated:
1. Mechanisms based on workflow design, policies and contractual issues.
2. Technical solutions ensuring a save login and data exchange.
Both mechanisms are strongly related and build upon each other.
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Based upon the results of a mail-based survey the following ten key success factors
for an established information sharing system were determined [10]:
1. Centralized Information Sharing Control
2. Maintain and Update Information Sharing Rules
3. Significant Exchange of Information
4. Defined Use of Information
5. Collaboration with Suppliers
6. Cooperative Competition
7. End-to-End Connectivity
8. Formed Supply Alliances
9. Replace Traditional Communication with IT
10.Share Frequently with Suppliers
Trust, which did not occur as a factor among them, is replaced by contractual
agreements defining the limitations of the transferred information usage. However,
the challenge within the FLUID-WIN idea is the high number of actors from different
domains as well as their technical connection within the B2(B2B) concept. For secure
access to the FLUID-WIN Platform it could be convenient to use digital signatures
(private keys), which are saved at a secure device (chip card, USB key) and protected
by other safety elements (PIN and static password). It is necessary to take the
existence of a digital signature couple as granted, the first one for access and
cryptography and the second one for designation. The strength of this securing form is
the fact that the method of digital signature cannot be breached by “brute” force at the
present time. The weakness of this security method is insufficient knowledge of this
method and infringement of all safety rules that are related to the physical security of
digital signature storage site and safety elements, which allow its operation.
Therefore, it is necessary to work out the security policy, in which the method of
usage, security principles and risks of improper use of this method will be exactly
specified.
The digital world uses the same principles of electronic signature data
identification (in case of a digital signature it is the public key):
• Uniqueness of the line – based on the agreement about a public key between the
key owner and the verifier of the signature. This way of connection is unequivocal
under opinion of both parties. Duly conducted agreement protects both parties and
is one of the arguments in the case of cause. This application of digital signature is
possible in the so-called closed systems. This method is used in the electronic
banking services at present.
• Triangle of trust – in open systems, the owner of the key has not often the
possibility to meet with the verifier of the signature to make an agreement
concerning the relevant public key. In this case it is suitable to use the third party
principle.
• Certification – a dedicated authority assures the unequivocal identification of the
public key with a concrete person (its owner), on the basis of a certified application
of the owner. In this application the basic identification data and relevant public
key are listed.
Therefore, the necessary condition of active employment of electronic signature
technology, which allows the transition to electronic document interchange in open
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systems, is the existence of certification authorities. To the basic services defined by
the e-signature mechanisms belong:
• Registration services – contact with certificate applicant, verification of data
conformity (data in the application form for issue of certificate and data concerning
the identity of an applicant).
• Issuing of certificates – on the basis of an agreement with an applicant and
verification of all necessary data the certificate for public key is issued.
• Revoke of certificates and publication of the cancelled certificates list – in case that
an unauthorized person obtains the private key, it is required to cancel the
certificate before its validity date. The certification authority is obliged to keep and
publish lists of valid and cancelled certificates.
However, financial service providers have their own security policies. Especially
larger financial institutions are hard to be convinced to adapt their policy as
precondition to use the FLUID-WIN Platform. Rather, it is likely that the FLUIDWIN Platform has to accept the policies of the certain Financial service providers,
even if is this means that FLUID-WIN has to implement a set of different security
mechanisms depending on the requests of each financial service provider.

Conclusion
E-services like web-banking, web-shopping, web-auctions, e-government, e-health, emanufacturing, e-learning are becoming part of everyday life for citizens everywhere.
As a basis for deciding to use the service trust is becoming a major impediment. To
fill the gap between identities and their level of trust is one of the eight major issues in
developing identity management for the next generation of distributed applications
and use of e-services [24]. A lot of interesting questions and problems are considered
in the recent publications [4],[5],[10],[12] and can be found as public deliverables of
the projects [9],[22],[23],[25] and [26].
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